




Questions
Linux
Laravel
Mysql
Ubuntu
Git
Menu 






HTML
CSS
JAVASCRIPT
SQL
PYTHON
PHP
BOOTSTRAP
JAVA
JQUERY
R
React
Kotlin







×


Linux
Laravel
Mysql
Ubuntu
Git







 





storing pdf files on server securely
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I am deploying a website from where user can purchase the pdfs. now i am searching for the way for storing the pdfs so that it only can be downloaded when payment is done.
I have came across one way in which i can store the pdfs in to the Mysql database and generate the path to it when required credentials fulfill.

Is there any other way to do this and link to the pdf file should be dynamic and encrypted so that other links to the other books can't be predicted.

and the server side language I am using is PHP
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2 Answers


	You need to store the files somewhere outside your website root like mentioned by Dagon. When file is uploaded use move_uploaded_file to move it. You can name the file anything you want (within OS limits) and keep the real name in the database. 
	Then when the user has payed for the books, add the books the user has payed for to a table in a db. 
	Give the user a list of all the books he has payed for like: /download/filename.pdf
	Add a mod_rewrite if you use Apache (or equivalent for other web servers) where /download/.* is redirected to download.php or a controller.
	On the download page, check if user is logged in and has access to the file. If not, redirect to purchase page for that book. 
	If download is ok set header for the http status you need: Content-Length, Content-Type, Date, Status (200), maybe Content-Encoding.
	Use readfile to output the file to the end user. 
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I would :

	Deny any access to the files -- i.e. use a .htaccess file (That way, no-one has access to the file)

	
Develop a PHP script that would :

	receive a file identifier (a file name, for instance ; or some identifier that can correspond to the file)
	authenticate the users (with some login/password fields), against the data stored in the database if the user is valid, and has access to the file (This is if different users don't have access to the same set of files), read the content of the file from your PHP script, and send it the the user.





The advantage is that your PHP script has access to the DB -- which means it can allow users to log-in, log-out, it can use sessions, ...

Here is another answer from a stack user that fits this problem: Creating a Secure File Hosting Server for PDFs
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You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near ''leave''
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php soap envelope namespace <soap:Envelope and <SOAP-ENV:Envelope
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